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Abstract

A brain-computer interface (BCI) enables direct communication between the brain and external
devices. It can be used to research, enhance or repair human cognitive and sensory-motor
functions. Electroencephalograms (EEGs) are frequently used in BCIs. However, EEG-based
BCIs are subject to adversarial attacks, which are small perturbations that may be difficult to be
detected by human eyes or computer algorithms, but can dramatically change the EEG decoding
output and hence may hurt the user. Adversarial security is very important to the broad real-world

applications of BCIs. This talk will introduce the implementation and
defense against adversarial attacks to EEG-based BCIs.
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