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Abstract

We will first review the emergence and development of industrial internet, which is
revolutionizing the industry and our life. After discussing the industrial internet architecture, we
will reveal the inevitable underlying vulnerabilities via analyzing the specific features. We will get
back to the fundamental control layer of industrial internet, and explain its importance of
converging security and safety via concrete examples. We will demonstrate how various core
control devices and protocols are insecure. Moreover, we discuss how to protect industrial internet
through the most recent research.
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